
FEVER-OOD: Mitigating the Vulnerabilities
Results:  FEVER-OOD achieved SOTA in OOD detection for both tasks

Results with PASCAL VOC AS ID dataset & MS-COCO, OpenImages as OOD dataset 

Results with CIFAR-10, CIFAR-100, ImageNet-100 as ID dataset 
& Textures, SVHN, Places365, LSUN, iSUN as OOD dataset 

Motivation: Free-Energy Score
The Free Energy score is an effective measure  of  

uncertainty for OOD detection1,2,3,4. For a classifier, it is:

Null Space Vulnerabilities (NSV)
If 𝐯 = ℎ 𝑥 , then it can be decomposed in 

𝐯 = Null W𝑐𝑙𝑠 𝐯0 + Null W𝑐𝑙𝑠
⊥𝐯⊥

where 𝐯0 lies in the null space of W𝑐𝑙𝑠 and 𝐯⊥ is 

orthogonal to 𝐯0. Therefore, the free energy is 

dominated by 𝐯⊥ which may lie in the ID space.

Least Singular Value Vulnerabilities (LSVV)
Similarly, if a significant part of 𝐯⊥ lies in the 

direction of the least singular vector of 𝑊𝑐𝑙𝑠, then it 

might have a similar ID free-energy score(full proof in paper).

𝐹 𝑥 = − log෍

𝑘=1

𝐾

exp W𝑐𝑙𝑠𝑘
⊤ ⋅ ℎ 𝑥

𝑥: Input sample.

𝐾: Total in-distribution categories.

ℎ 𝑥 ∈ ℝ𝑑′ : Feature vector of 𝑥.

W𝑐𝑙𝑠 ∈ ℝ𝑑′×𝐾: Last linear layer of the classifier

W𝑐𝑙𝑠𝑘
⊤ ∈ ℝ𝑑′: k-th column of 𝑊𝑐𝑙𝑠.
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Null space reduction (NSR): adding an extra linear-layer

𝑔′:ℝ𝑑′ → ℝ𝑟,with 𝑟 < 𝑑′ such that the nullity of W𝑐𝑙𝑠 decreases.

Least Singular Value Regularisation: we propose two 

regularisation loses to increase the least singular value 𝜎𝑚𝑖𝑛:

Least Singular Value Regulariser (LSVR)

Conditioning Number Regulariser (CNR)

ℒ𝐿𝑆𝑉 = 𝜎𝑚𝑖𝑛
−1 W𝑐𝑙𝑠

ℒ𝐶𝑁 = 𝜎𝑚𝑎𝑥 W𝑐𝑙𝑠 /𝜎𝑚𝑖𝑛 W𝑐𝑙𝑠
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Feature Space t-SNE Projection for models trained on CIFAR-10. Free Energy visualization of the feature space Free Energy visualization of the feature space with FEVER-OOD

Vulnerabilities: NSV (overlapping ID–OOD scores) and LSVV (energy similarity).

Approach: Extra layer with CNR, compact features with LSVR and CNR regularizers

for clearer score separation and stable energy.

Results: 10.13% ↓ FPR, +1.6% ↑ AUROC on Dream-OOD (ImageNet-100), new SOTA.

Generalization: Works across varied detection architectures.
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Conclusions:
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